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KAK

HE CTATb

“« JXEPTBOWM
MOLEHHUKOB

B mecceHpxepe JhKe-COTPYAHUKM oA 3noymbilNeHHUKH coobwaioT,
npuxoaunT coobuweHue pasnuyHbLIMK Npeasioramu YTO C BAlUUM CHETOM
OT JDKe-pyKoBOAUTESIA OraHnu3auun, npiTaloTcA 3anony4yvTb Baliu NPOUCXOAAT NOJO3PpUTESIbHbIE
KOTOpbiiA NPOCUT OKa3aThb NnepcoHanbHbie AaHHble ANA  Onepauu, a Takxe yrpoxaroTt
coneiicteue ®CB unu gpyrum XULLIEHUA feHer YrofioBHOW OTBETCTBEHHOCTbHIO
NpaBoOXpaHUTENbHbIM OpraHam

MoleHHUKH B3/1aMbiBalOT collMarnibHbie CEeTHU

) & ®

3noyMbILLINIEHHUKH MOWEeHHUKY NULLYT OT UMEHM byayr y6exnaartb
B31amMbiBaIOT NIMYHbIE aKKayHTbl  Bauiero Apyra (3HaKoMmoro) u HUKOMY He paccKasbiBaTb
B MecceHpkepax 1 npocuny s NPOCAT 3aHATb AEHbIU UMK
coumanbHbIX CeTAX, 0CO6EHHO, oKasaTb [pyrue ycnyru

€CNU aKKayHTbl UMEIOT HU3KUe MaTEPUANbHOrO XapaKTepa
YPOBHM 3aLUTHI

7 MEPE3BOHUTE INYHO CBOEMY APYTY, OT KOTOPOIO NO/YYNN COOBLIEHNE O 3AMME

MoweHHuku coobuaior o ATl ¢ y4acTuem

Coo6ualoT, 4To Ball 3noymbilNIeHHUKM BbiaaloT ceba  MpucbinaloT Kypbepa anA
POACTBEHHUK CTasi BAHOBHUKOM 323 pOACTBEHHWKa NOTEpneBllero nepeaayv emy AeHer, Kotopbie
LTI v emy rpo3uT yronosHasa M MOTYyT nogaenbiBarb ronoc. AKOObI HYXHbI cnepgosaTesno
OTBETCTBEHHOCTb MoryT npeacTaBsuTbecA ANA NpeKpailieHna yroioBHOro

COTPYAHWUKOM NONnLUU

V' [IPEPBUTE AMATIOT n IO3BOHUTE NIN4HO CBOEMY POJICTBEHHHKY
HABELMTE KAMEPY CBOETO TE/IEQOHA &
BOJIbILIE UHOOPMALIMA HA OOULINATIBHOM KAHAJIE «MOJTMLNA 3ABAVKANIBA».




Y SIM-kapt HET cpoKka gencTBusi

Bcerga «orBsisbiBATe» CTAPbIE
Homepa TenequHoa, KOTOprMM
AABHO He rnosb3yerech, oT
;6aHKoa<:Kux npnnomef-mn "
.qpyrux cepBUCOB

YMBL, POCCUV MO 3ABANKAIBCKOMY KPAIO

[exypHas yactb 23-55-55 OduLmanbHbIn
TenedoH fosepms 23-55-66 Telegram-kaHan




BbIBOAWUM 3/10YMbILWTEHHUKOB
HA YNCTVYIO BOAY

Y KOro ecTb MpaBo BblAaBaTb KPEANTHI?
Kak OT/IMYUTb HenerasbHbix KPeaUTOPOB OT flerasibHbIX?
YTo fenaTb, €CNv Ball KPeaUTOp OKaszascs YepHbIM?



KTO MOXXET BbIJABATb
KPEAUTHI?

BbITb NpodeccrnoHanbHbIM
KpeaMTOPOM, TO €CTb BblAaBaTb
KpeauTbl 1 3aMbl B JEHEXHOU
dopmMe, MOryT TOJbKO:

H6aHKM
MUKpOodUHaHCOBbIe opraHusaumm (MPO)

KpeanTHble ﬂOTpe6V]Teﬂ bCKNe

koonepaTtusbl (KMK 1 CKIK) £ins 5TOrO Y HUX AOMKHO BLITh

crneymanbHoe paspelleHne
nombéapbl BaHka Poccumw.

KTO TAKUE HYEPHbIE
KPEAUTOPDI?

Ecnu y koMnaHum HeT paspelleHns baHka Poccun Ha Bblgady
KpeanToB (MM NMUEH3UN y 6aHKa), @ OHa BCe paBHO NpuBiekaeT
KMEHTOB, BblAAET cebs 3a NMMLEH3UPOBAHHYIO U KpeauTyeT NoTpe-
ouTenen, To Nnepes BamMmn HeneranbHbIv (MK YepHbIn) KpeauTop.

HeneranbHble KpeanTopbl MOryT AENCTBOBATb NO-Pa3HOMY.
Hanpumep, BblgaBaTb KPeAUTbl MO OYEHb BbICOKME MPOLEHTHI,
HO NpY 3TOM He NpuberaTb K OTKPOBEHHOMY KPUMUHANY.

A MOTyT UCMONb30BaTb MPECTYMHbIE CXEMbl, 4TO6bl O6MaHOM
3aBflageTb AeHbraMn U UMyLLECTBOM K/IMEHTOB.

BEPUTE KPEOAUT UNN 3AEM
TONbKO Y NNEFTAJZIbBHOTO
KPEAUTOPA

[eaTenbHOCTb NerasbHbiX KPeaUTOPOB PerynimpyeTcsa 3aKkOHOM. .
Takxe orpaHn4eHbl cnocobsl, KOTOPbIMI KpeAUTOPbl MOTYT B3bICKaTb
OO Lieprle KpeaonTopbl MCMNOMb3YIOT YepHble XXe MeTO/bl B3bICKaHWA.
3anyrmBaHue, yrpossbl, pa3roBopbl C BallMn pOACTBEHHUKAMU,
Konneramun, Apy3baMm n coceigaMun. A nHorga ooaru BblOMBAOT —

B NPAMOM CMbIC/1€ 3TOIro C/10Ba.

ECJ/IN KPEOUT HE OAKOT
NETAJIbBHO

CnyqaeTc;l, 4YTO toan Co3HaTe/1b-
HO MAOYT K HenerasbHbiM Kpean-
TOPaM, NOTOMY YTO /ierasibHO
nonyvnTb KpeanT UM He yaaeTCH.
DTOro genatb Hesb3s.

Mouemy?

DrHaHCOBYO NpobaemMy Takom
3aeM He peLuT, a ycyrybut, Bep
MPOLEHTbI MO YEPHOMY KPeanTy
OYEHb BbICOKM.

ECTb pUCK NOTEPSATb HE TOMBKO
[eHbrM, HO U HEPBbI, @ B HEKOTOPBIX
cnyyasx v 30pOoBbe.




KAK YHEPHbIE KPEAUTOPDI KAK PACIIO3HATDb
OBMAHbBIBAIOT KJIMEHTOB? YEPHOIO KPEAUTOPA?

YacTo 3aeMUUKM He MOA03PEBaloT, YTO Nepes HUMU Heneranb-
Hasa opraHu3auus. BoT Tpu camblie nonynspHble CXeMbl, MO KOTO- ]
PbIM MOLUEHHUKM NPUBNEKAIOT HEBHUMATE/IbHbIX K/IUEHTOB.

—

I'Ipe,qonnaTa 3a KpeauT

KpeamTtop npocuT onfatuThb

NPOBEPKY KPegnTHOW NCTOPUN

WA CTPaxoBKY, bepeT KOMUCCUIO

3a Bbldavy KpeauTa, npeanaraeT onnatuTb
YCAYI HOTapuyca WUam YNEeHCKUM B3HOC A4
BCTYM/EHMS B KOONepaTuB. KNMEHT oTaaeT
OEeHbIM — U «MOMOLLHKK>» UCYe3aeT.
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Mcnonb3oBaHWe AaHHbIX

KnneHt MPUHOCUT B OpraHm3aluto
MOJHbIN NaKeT OOKYMEHTOB.
MoLWEeHHWKN MOTYT B35Tb KpeauT
OT ero UMeHn Unn O6Hyﬂl/1Tb SEe)
CHET e

J‘ Ecnm koMnaHum HeT B CnpaBOYHMKE MO KPEeAUTHbBIM OpraHmn3aLmam
/ nnn B CNnpaBoYyHUKE Y4aCTHUKOB GMHAHCOBOTO PbIHKA Ha canTe
baHka Poccumn — aTo HeneranbHbin KpeanTop. Ho garke ecnu
Bbl HAW/M Ha3BaHME KOMMNaHWK B CNUCKE, byabTe BHUMATE/bHbI,

CoMHuTeNbHbIEe ByMaru

MOLWEHHWKN MOTYT MOAMEHUTH

[IOrOBOP M [aTb K/IMEHTY Ha MOoAMNM1Ch
Apyrue ycnosus, rae, Hanpumep,

He yka3aH CpOK Bo3Bparta. 310 No3BOMUT
1M 3aMpPOCUTb BCIO CYMMY C NMpoLeHTaMu
y>Ke Ha crenyowmin oeHb.

MoLLEHHMKM MOTryT nogaenarb cauT, MCMNo/b3yd Ha3BaHNe neranbHou
KOMIMaHMW. |_|03TOMy Mo/1b30BaTbCA CI)l/IHaHCOBbIMI/I ycnyramMmu OH/TANH
cnepnyet OCOBEHHO OCMOTPUTEJIbHO.




HE COBNIASHAUTECH
3AMAHYUBbLIM MPEANOXEHWEM

Ecnv BaM npepnaratoT Nogo3puTeNibHO BbirOAHbIE YCOBUS,
y6eauTech, YTo B IOrOBOpe AENCTBUTENBHO NPOMUCaHbl BCe
obellaHns, KOTopble CYUT pekaama.

He 6epuTte kpeout, ecnu MPOKOHCYNBTUPYUTECH
GOPMYNNPOBKM [1BYCMbIC/IEHHbI C IOPUCTOM, €C/IN Bbl HE MOXKETE
NN NPOTUBOPEYAT TOMY, YTO MOHATb, YTO UMEHHO HanMcaHo
HanMcaHo B pekname. B JOKYMEHTaX.

BHUMATE/IbHO
YUTAUTE OJOTOBOP

B OOKYMeHTax /ieraZibHoro Kpegmtopa OO/HKHbI ObITb YETKO nponncaHbl
NnopsAaaokK 3aK/1lo4eHUsa oOroBopa, Bblaa4vn KpegnTta 1in 3anma, yCnoBud
€ro Bo3Bpata Uin NCriosib3oBaHMA. N no 3aKOHY KpedunTop obs3aH
BblAaTb BaM JOKYMEHTbl N1 XOTA Obl O3HAKOMUTb BAC C HUMMU.

Mo 3aKOHY MOYKHO B34Tb YepHOMY KpeauTopy HEBbIrOAHO
LOKYMEHTbI JOMOU U NMoAyMaTb [laBaTb BPEMS Ha pasfyMbe.
B TeYeHue NsaTu AHEN. YCNoBUs OH byaneT yroBapuBaTb Bac
[loroBopa 3a 310 BpeMms nognucaTtb LOroBOP HEMEIEHHO,
He NOMEHSIoTCA. ybewaatb, 4TO 3TO caMoe
BbIFOAHOE NPEAIoXKeHUe
M 3aBTPa ero y»xe He byaeT.

EC/ Bbl CTONTKHY/TUCb
C YEPHbIM KPEOUTOPOM

Ecnu kpeonTtop He ykasaH B peecTpe Ha cante baHka Poccumn
MW yKa3aH, HO HapyLllaeT NpaBuia — obpatuTech B UHTEPHET-
npuemMHyio baHka Poccum 1 noganTe 3asBneHve

B NPaBOOXPAHUTE/IbHbIE OpPraHbl.

Ecnu yepHble KpeamuTopbl NbITATCS B3bICKaTb C BAC MPOCPOYEHHYIO
3aJ0/HKEHHOCTb, BblaBas cebs 3a KONNEKTOPOB UV NOPYYNB 3TO
MM Ha CaMOM AeNE, Bbl MOXeTe o6paTntbcsa B PegepanbHyto Cny»oy
cynebHbIX MPUCTaBOB.

Ecnu BaM yepecuyp HaCTOMYMBO NpeanaraloT KpeguT unm
3aeM, 3TO NOBOJ, 3aAyMaTbCs, CTOUT /I NOANUCHIBATb JOrOBOP.

YepHbIM KpeauTopam TOMbKO He BepbTe, Korga Bac

Ha pyKy, ecnu nocTpagaslume y6expgaloT, 4To obpawaTbcs
3a 3alWMTON BaLUUX NpaB
6ecnonesHo.

OT UX HE3AaKOHHbIX AENCTBUN
6yayT NO TEM UIN UHDBIM
npuUYMHaAM yManymsaTtb

O C/lyYymBLLUEMCS.




YUNTAUTE TAK)KE HA CAUTE
FINCULT.INFO

JInyHble PUHAHCHI:

[laBaTb 1 AE€TAM KapMaHHbIe AeHbr?
Y10 Takoe caHauusa 6aHka?

Kak HakonuTb Ha MeuTy?

Manbin 6usHec:

3a4eM Hy»XeH GakTOPUHT?

YTO MOXHO B35Tb B IM3UHT?

Kak yyacTBOBaTb B rOC3aKymnkax?

[MToHATHasa 3KOHOMUKaA:

Kak cumTaoT MHGAALMIO?

Y10 Takoe MOHeTapHad nonnTUKa?
YeM 3aHMMaeTCs LEHTPOOAHK CTPaHbI?

KoHTaKTHbI LeHTp BaHka Poccum VIHTepHeT-NpueMHas
BaHka Poccuun

8 800 300-30-00 «. cbr.ru/reception

(onna 6ecnnaTHbIX 3BOHKOB
u3 pernoHoB Poccun) fincult.info — cant
ONs TEX, KTO AyMaeT

0 byaywem



@ bank Poccum

3HAHUE — CUNA:
SAWLNTU CEBA

N BITU3KNX

OT MOWEHHUNYECTBA
HA OPUNHAHCOBbIX
PbIHKAX




3HAHUE — CUJIA: 3ALLINT CEBA W BITIM3KKX OT MOWEHHUYECTBA HA ®UHAHCOBbIX PbIHKAX

MOLLleHHMHECTBO B pa3Hblx cdepax HaleWh HuU3HW MNpUCyTCTBOBAJIO
BCEraa, ¥ CerogHsa oHo mpuobpetaeT HoBble GOPMbI, 4TO BO MHOMOM
06yCNnoBNEHO MOABIEHNEM U Pa3BUTHEM GUHAHCOBBLIX TEXHOMOMMIA. Kak 3auy -
TUTbCA OT Yrpo3 COBPEeMeHHOro (GUHAHCOBOrO pblHKA, KaK pacrno3HaTb KX
1 YTO OHU M3 cebA NpefCcTaBNAIOT — BOT OCHOBHbIE BOMPOCHI, KOTOpPbIE Mpef-
naraetcA pacCMOTPeTb HUMKe. g

B3AB 3a npuHUMN U3BeCTHOe faTWHCKoe Wu3pedyeHue «Praemonitus,
praemunitus» («[lpenynperaeH, 3HaunT, BOOPYHKEH»), BOOPYHUMCA 3HAHUAMMU
no $pYHAHCOBON rPAMOTHOCTM U TaKUM 0OPa30M HE TOJIbKO OCTABUM MOLLIEHHM-
KOB HM C YEM, HO M HAay4uM, KaK He MoMacTbCA K HAM Ha yO0UYKY, CBOMX POAHbIX,
[py3eli N 3HAKOMBbIX.

Yalle Bcero MOLEHHUKM 06GHapy*KMBalT cebsa B MOMEHT Hallero B3auMo-
[encTBuA ¢ baHKOMaTOoM, MPU COBEPLLEHUM MOKYMOK, OMNaThl YCIYr B UHTEPHETE,
npy nosyvyeHnn OULLMHIOBBIX PACCHIIOK UM B 6oniee CNOMHbIX CUTyaumuax —
Korga MpoucxoauT yTedka KoHdugeHumasnbHon nHbopMaumm, Harnpumep u3s-3a
He3alUNLIEHHOr0 COeIMHEHNA B CETU.

PaccmMoTpuMm Hanbosnee pacnpocTpaHeHHble MOLLEHHUHECKME CXEMbI U BbISIBUM
npasuia 6esonacHoro GuUHaHCOBOro NoBeaeHus.

BAHKOMAT: MPABUJIA OCTOPOHHOI'O
NCMOJIb3OBAHNA

baHKomaTbl 6bIBAIOT aAanTMPOBaHHBIMK (OOCTYMHLIMM) WM HeananTUpOBaH-
HbIMW. ABanTUPOBaHHbIN (OCTYMHbIN) 6aHKOMAT — 3TO YCTPOWCTBO AnA 06C/y-
MUBaHUA lofer C MHBA/MOHOCTLIO UAWM OrpPaHUYeHUAMM MO 340pOBblo. TaKue
6aHKOMaTbl MOryT OT/IMYATLCA pasMepamy, HaimumeM 0Co6oro MPorpaMmHoOro
obecrneyeHus UK, Hanpumep, crneLmanbHbIM ayaMopa3beMoM, B MOMEHT UCTOSIb-
30BaHMUA KOTOpPOro HGaHKOMAT MEPeXoauT B CMeuuasibHbId persuM Ana paboTbl
C He3pAYMMM AepraTenaMmn KapT.

OpHaKo Takve baHKoMaTbl pacrnosioxeHbl He Be3ae. C 01HOW CTOPOHbI, afanTu-
pOBaHHbIN 6aHKOMAT — 3TO HEOOXOAMMOCTb, U MOMbITKW HAWMTK ero 4nA coBep-
LIEHUA onepaLyii NOHATHbI 1 onpaBaaHbl. C ApYroi CTOPOHbI, Heslb3A 3abbiBaThb
0 6e30MacHOCTU, Beflb PAcrofioreHre 6aHKoMaTa MMeeT OYeHb BaXKHOE 3Haue-
Hue. Hanpumep, AnA He3pAYero KAMeHTa Bbibop Meay AOCTYMHbIM 6aHKOMATOM,
HaxoAALLMMCA Ha YnLE, U HeaAaNTUPOBAHHBLIM B 0duce 6aHKa — HeoAHO3HAYEH.
Henb3A 3abbiBaTh, 4TO MCMOMb30BaTh HaHKOMAT Ha yuue 6osiee pUCKOBAHHO,
yeM B odpuce 6aHKa. Ecsim 6aHKoMaT He aaanTMpoBaH — MoMNpoCuTe NOMOYb BaM
COTPYAHUKA 6aHKa, MOSULLEACKOro, ApYroe JO/MKHOCTHOE /INLLO WY 3HAKOMOTO,
KOTOpPOMY Bbl [JOBepAeTe.



3HAHUE — CWUIA: 3ALLUNTY CEBA U BJIN3KUX OT MOLIEHHUYECTBA HA ®UHAHCOBBIX PbIHKAX

Mpw ncnonb3oBaHuMy baHKoMaTa He 3abbiBaiiTe U 0 Opyrux npasunax 6eso-
nacHoctu. MomuuTe, yto NMUH-Ko HeobxoAMMO AeprKaTb B TaliHe, ero HUKorga
Hesb38 Co06bLIaTh TPETbUM INLAM, U NO3TOMY 6e3onacHee UCMosb30BaTh Te 6aH-
KOMaTbl, PacrosIoMeHNe KOTOPbIX He MO03BOJIAET MOCTOPOHHUM JIIOAAM Haxo-
anTbea pagoM ¢ Bamu. MNpu BBoge MVH-Koaa Bceraa npuKpbiBanTe KnaBuatypy
pyKoW. KnaBuaTypa 6aHKoMarta OcCHalleHa TaKTUIbHbIMA MEeTKamu, YTO M03BO-
NAET He3pAYMM nosib3oBaTenaM BBoAUTb MNH-Kon 6€3 MoCTOPOHHENR NoMoLLy.
Takue MeTKM yallle BCero npeacTaBnaioT coHoM BbICTYMbl HA KHOMKax, COOTBET-
cTBYIOWMX Undpe 5, KnaBuLiaM BBOAA, KOPPEKLIMM 1 OTMeHbl. B HeKoTopbIx ciy-
yanx Ha KnaBuaTypy 6aHKomaTta HaHocuTcA WpnudT bpanna.

TpaH3akumn, noateepraeHHble [MMH-KogoM, ocnoputb o4YeHb TpyaHo,
MOCKOJIbKY MO YC/I0BMSIM [OrOBOPA, 3aK/o4aeMoro ¢ 6aHKOM Mpuv MosyYeHun
nnateHon kapTol, [MH-Koa He foMKeH 3HaTb HUKTO, KpOMe Bfiafenblid KapThl.
Ecnv BaM HyHO CHATb HanMYHbIE, HO Bbl UCTMbITbIBAETE 3aTPYAHEHUA, He nepe-
naBavite cBoto KapTy v MH-KoA K Hel TpeTbUM inLiaMm, JiyHLle nepeBeanTe Hyr-
HYI0 CYMMY Ha KapTy TOMY, KOMY Bbl JOBEPAETE 1 KTO FOTOB BaM NMOMOYb, MOMpo-
CVB 3TOTO 4YejloBeKa CHATb A4/ Bac HanuyHble. [py obpallueHnn 3a nomoLLbio
cob/oaanTe 0CTOPOXMHOCTb, He MpuberaiTe K ycayram, ecivm BaM Npeaioruimn
nx 6e3 Baen NpocbObl HeNnocpeacTBeHHo y baHkoMaTta. Bo3MoXHO 310 06bIY-
Hble HepaBHOAYLLHbIE rPparKaaHe, Ho 1A obecrneyeHns cobcTBeHHO be3onacHo-
CTW NydLle OT TaKoM MOMOLUM OTKa3aTbCA.

byabTe BHUMATE bHbI MPY 3aBEPLLEHUN oMnepaLnii ¢ 6aHKOMaTOM — MO OKOH-
YaHUM ornepaLM MOXHO YC/IbILIATb XapaKTepPHbIN LLENYOK, CBUAETENbCTBYIOLNNA
0 TOM, 4TO baHKOMAT BEpHY/ BaM KapTy, — 3abepute KapTy cpa3y e, KaK yCbl-
wmTe ero, nHave yepes 30-40 cekyH 6aHKOMAT B LiefiAx 6e30MacHOCTU 3axBaTUT
KapTy obpaTHo. [eHbry, BbiaaBaeMble 6aHKOMaTOM Yepe3 rpe3eHTep (oTBep-
CTUe ANA BblOauM HasMyHbIX), TorKe byayT AOCTYMHbI B CpeAHEM 0Komo 30 ceryHA,
Mo MCTEYEHUN KOTOpbIXx HaHKOMAT 3abepeT BaHKHOTLI 06PaTHO B Tak Ha3blBae-
MYIO PEAKEKT-KacCeTy, KOTOPYHO BbIHUMAIOT U3 6aHKOMaTa TOJIbKO NPU NHKacca-
umu. lNpoliecc Bo3Bpata AeHer MoMeT pacTAHYTbCA Ha HECKOJIbKO AHel. B cny-
Yae, ec/i1 Bbl MOMAN B TaKyl0 CUTYaLWIO, HEMELJ/IEHHO MO3BOHUTE WM JINHHO
obpatutecb B 6aHK, U3N0OXKUTE CyTb CBOeW Npobnembl U cnefyiTe WHCTPYK-
umaM ornepaTopa. CKopee Bcero, BaC MOMNPOCAT HanMcaTb 3afAB/IEHWE: OT PYyKK
WM B CUCTEME MOBU/IbHOTO/MHTepHeTHaHKa. He neperkuBaliTe: KapTy Bam eciu
1 HE BEPHYT, TO NEpPeBbINYCTAT, @ AeHbrM 3a4MCIAT Ha CHET BCKOPE Moc/ie UHKac-
caumv v nepecyeTa HaJMYHbIX B 6baHKoMarTe.

Cny4aetcs, YTo 6aHKOMaT, U3[aB XapaKTEpHbIE 3BYKM, He BblAAET Ha/IMUHbIX.
O6bI4HO Tak 6bIBaeT, ecnv B 6aHKOMaTe 3aKOHUYMIUCh fAeHbI M BOOBLLE UK Kyiopbl
HeobXxoaMMOro AOCTOMHCTBA. B 3TOM c/lyyae AeHbrn He CNMCHIBAIOTCA CO cYeTa.
Ecnm e Bbl nonyumnun CMC-cooblueHre o cnmcaHun CpefcTs, To, Kak NpaBuiio,
yepes HeCKOJIbKO CEKYHA BaM NpUAET coobLieHne 06 0TMeHe onepauyy U AeHbrnt
BEPHYTCA Ha Ball CYeT.

3HAHUE — CWJIA: 3ALLIUTW CEBA U BJIM3KUX OT MOLLIEHHUYECTBA HA ®UHAHCOBBIX PbIHKAX

OpHako cyulecTByeT v Apyras NpyUYMHA, U CBA3AHA OHA C MOLLIEHHUYECKUMU
onepauuAMnu. B 3ToM cnyyae 3710yMbilLIEHHUKN 6/TOKMPYIOT OKHO Bblaauu AeHer
(ancneHcep) C noMouiblo CKOTHYA WAM Pa3fIMYHBbIX BWIOK/poratuH. baHkomar
MOMET pelunTb, Y4TO [eHbIM BaM yxe BblAaHbl U Cn1caTb WX co cyeTa. Takaa cuty-
aumA BCTpeyaeTcA pedKo, HO eCc/iM Bbl C HE CTOJIKHY/IMCb — HEME[JIEHHO 3BO-
HUTe B 6aHK 1 cneflyiiTe coBeTaM orepartopa.

OMNJIATA TOBAPOB W YCNIYT YEPE3 NHTEPHET
Wi APYr e ANCTAHUMOHHBIE KAHAJIbI

Ecnn npu ncnonb3oBaHum 6aHKkomarta vau oniate MoKyrnoK B TOProBbiX Tou-
Kax HeobxoAMMa KapTa WM MHOe BEeCKOHTaKTHOEe YCTPOWCTBO nnarterka (Gpe-
NOK, 6pacnet, TenedoH), To NPy AUCTAHLIMOHHOM NPOBELEHUN OMepaLii UCTIofb-
3yI0TCA AaHHble NNaTeXHON KapTbl UM APYroro 6eCKOHTAKTHOrO YCTPOMCTBa,
B CBA3M C YeM BO3HWKAIOT OMpefesieHHble PUCKU, KOTOPbIX MOMHO M36erkaTb
WM CYLLECTBEHHO CHU3WTb, eC/Y C/IefoBaTh NpaBuiaM 6e30MacHoOCTU.

|L],J'}H TOro YTOobbI ny4ue p8306p3TbCF| B HUX, OTBETUM Ha BOMNPOC: Kakne OaH-
Hble naTeXHbIX KapT NCNONb3YKTCA NpU ONCTaAHUMOHHOM onnaTe’?

MNperxae Bcero 3To HoMep KapTbl — 0T 16 A0 19 UMdp, CPOK OKOHYAHUA Oeit-
CTBUA KapTbl 1 NpoBepouHbiid kog (CVC unmn CVV) — Tpu umdpbl Ha 0bpaTHoi cTo-
pOHe KapTbl, pacrnoioreHHble cnpasa oT nonA Ana nognucu. Kak npasuno, 3tot
Ko HeobxoauM ANA NMOATBEPHAEHWA MiaTerka U UMEHHO MO3TOMY MOLLIEHHUKM
MbITATCA BCEMU CMOCOHAMM y3HATb ero y Bac. [puyemM ecivi HOMep KapTbl MOMeT
COXpaHATbCA Yy NpoAaBLa, TO AaHHbIN Ko — HeT. [NomHuTe, yto CVV uam CVC-
KOJ, HUKOrAa Henb3A nepefaBaTb/HA3blBaTb TPETbUM NULIAM, HUKTO HE UMeeT
npaea noTpeboBaTb OT BaC Ha3BaTb €ro, OTNPaBUTb MMCbMOM WU/ COOBLLIEHUEM.
Ecnu e 3To npon3oLwsio, 3HauuT, Bbl UMeeTe Ae/i0 C MOLLIEHHUKaMMU.

Kpome 0603Ha4YeHHbIX PEKBU3WUTOB, MHOMME MHTEPHeT-MarasuHbl 3anpatum-
BalOT UMA aepHatens. 31a nHGopMaLma NCMONb3YeTCA UCKIIOUYUTENIbHO Ha CTOo-
pOHe MarasvHa ¥ MO KaHasiam NaTesHOW CUCTeMbl OT NpoAaBLa K 3MUTEHTY
KapTbl He NnepefaeTcA. KoMnaHuA-npoaseL 3anpalunBaeT ee B LiesiAx CO6CTBeH-
HoV 6e30MacHOCTM Ha C/ly4aw NMPEeTeH3MUi CO CTOPOHbI Morynartend. Ecim cuctema
3anpalwmBaeT BBOJ UMeHWN AepHaTena ANA onaaTbl MOKYMKNM — HamULLKUTe ero,
BaM 3TO HUYEM He rPO3WT.

PocT MolleHHMYecTBa B BUPTYasIbHOWM 06/1aCTY BbIHYAWIT NIATEKHBIE CUCTEMBI
[06aBUTb elle ofHy CTereHb 3alWMTbl B MPOLIECC COBEPLIEHUA NyaTeren
yepes MHTepHeT, @ UMEHHO 0HOPA30BbIi Naposib (TaK Ha3biBaeMas TeXHOOruA
3DSecure). Takoi Naposib MOXET ObiTb MOYHeH Pa3INYHbIMU COCcobaMu:

* CNOMOLbIO CKpeTY-KapTbl — crneymanbHom KapTbl CO CHULaeMbIM C/ioeMm;

¢ CrnoMoublo Koda, pacCHMTaHHOro cneunasibHbiM yCTpOI?iCTBOM;

.
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- a B nogasnsowem bonblnHcTBe ciydaes ¢ nomolypto CMC nan PUSH-
COO6LLEHNI — 0HOPA30BbIX MAPOJIEN, HaNpaBAeMbIX BaM 6aHKOM-3MU-
TEHTOM KapTbl.

Taxoi naponb HeobXxoAMMO BBECTM B CMeuuasibHOM OKHE Mpu TOKyrKe
WM COBEPLLIEHUN MaTera vepe3 uHTepHeT. Tak e Kak MH-koa, CVV nan CVC-
KO/, ero Heslb3s HUKOMY U HUKOTAa coobLaThb, MOCKOMbKY MPY HOPMaJsibHOM Npo-
Lefype njarexa oH TpebyeTca TOMbKO A1A NPOBeEHNA MiaTera Yepes nHTep-
HeT. Hukakue coTpyaHuku 6aHka, BaHka Poccuu, noavumu, nobbix Apyrnx
opraHu3aumii u TeM 6osiee YacTHble ML HE WMeloT rpaBa TpeboBaTb OT Bac
uHdpopmaumio 06 0AHOPA30BbIX Kodax W MaponAx [A1A MoATBepHAeHus
nnatea.

MHoraa coBeplleHHaA BaMy TpaH3aKLMA MOMET Bbi3BaTb BOMPOCHI Y COTPYA-
HUKOB CNyKObl Be3onacHocT H6aHKa. B 3Tom ciydae BaM MOryT MO3BOHWUTb
1 MOMPOCUTb YTOYHUTBL MHGOPMALMIO O MOCNeAHUX MPOBEEHHbIX BaMK onepa-
LmAX no KapTe. OAHaKO HUKOMAA U HY MPU KaKKX 06CTOATENbCTBAX OHWU HE [AO/HKHbI
NpOCUTb BacC NPefoCTaBUTb TaKylo MHGOPMaLIMIO, KaK HOMep KapTbl, CPOK ee aen-
ctBuA unu Tem 6onee CVV unm CVC-Koa u/wnm ogHopas3oBbIvi naposb. Ecin KTo-To
nofl BUOOM COTPyAHUKA BaHKa MbiTaeTcA y3HaTb y BacC 3T CBeAEHWd, Heme[-
NIeHHO 3aBepLuMTe pa3roBop — Bbl MeeTe [eJi0 C MOLIEHHUKOM.

BakHo cobnonath rnasHbivi MpuHLMN: Bee, YyTo npuiuno no CMC, npeaHasHa-
YeHO TO/bKO [JIA BAC, U HUKAKMe filoau Mo TenedoHy He MOryT MHTepecoBaTbCA
3TuMK umdpamun. Ecnm KTo-To NpocuT Bac Ha3BaTb KOA WM APYryio CEKPeTHYyIo
uHbopMaLmIo, Bbicbilaemyto BaM 6aHkoM B CMC-coobuieHny, Takue nioam —
0[JHO3HAYHO MOLLEHHUKMN.

OULLUNHI

®uuwmHr (aHrn. phishing, oT CXoAHOro Mo 3By4YaHWIO aHMJIMMCKOrO CJioBa
fishing — pbl6asika) — 0AnH U3 BULOB MHTEPHET-MOLLEHHNYeCTBa, CBoeobpasHas
«/1I0B/1A Ha *MBL@» C MOMOLLbI0 MAcCoBbIx pacchiiok CMC-coobleHuii n coobuue-
HUI MO 3/IEKTPOHHOW MOoYTE AKOObLI OT MMEHW MOMYAAPHbIX KOMMAHWIA UK opra-
Hu3auwii, 6aHkoB, baHKka Poccuy 1 Tak ganee, cogepHallyx CCbIIKM Ha JIOMKHbIe
CauTbl, BHELLHEe HEOT/IMYMMbIE OT HACTOALMX. Llenbio gaHHOro Baa MolleHHuYe-
CTBa ABNAETCA MOJlyYeHUe BaluMX KOHPUAOEHUMASbHBIX AaHHbIX: JIOFMHOB, Napo-
Ne, AaHHbIX IMLEBbLIX CHETOB 1 HAHKOBCKYMX KapT, BalUMX JJOKYMEHTOB, 0[JHOPa30-
BbIX naposein, nonyyaembix no CMC, MUH-kogoB K kaptam, CVV unn CVC-Komos
1 Opyroit nHopMaLmMm, OTHOCALLENCA K BaM U BalMM pUHaAHCaM.

O6bIYHO PULLMHIOBbIE PACCHIIKA MACKUPYIOTCA MOA COOOLUEHUA OT UMEHU
Ballero 6aHKa, nonyspHbIX OpraHM3aLmnin UM U3BECTHLIX KOMMaHWiA. B TexkcTax
TaKMX NMceM 06bIMHO ColepHKUTCA MHdOopMaLMA 0 6IIOKMPOBKe KapThl, Nepesojie
UMW 3aUMCNIEHMM CPe[iCTB, BLIMIpbIlLE B JIOTEPElo, a TaKKe Mpocbbbl 06HOBUTHL
UMY NOATBEpPANUTL BEPHOCTb MEpPCOHasIbHbIX AaHHbIX U3-3a KaKWX-Mbo npobnem

3HAHME — CWJTA: 3ALLUTU CEBA W BIM3KUX OT MOWEHHWUYECTBA HA ®UHAHCOBbIX PbIHKAX

C HAMM. TIPU MUCHMEHHOM WM YCTHOM OBLIEHNM 3M10YMBILLAEHHWKMA 3anpatum-
BalOT onpejeneHHble AaHHble M60 NpefnaratoT NPOWTU MO CCbIIKe Ha CTPaHuLy
danbluMBOro canrta, BHeWHEe HEOT/IMYMMOrO OT HACTOALLEro, FAe NPOCAT KepTBy
BBECTU HEOOXOAMMbIE UM MepCoHabHbe AaHHble. MonyyeHne noao6Holn uHdop-
Mauymn 3/10yMbILLSIEHHUKAMU MOXKET MPUBECTU K Kparke NepCoHasibHbIX AaHHbIX
WM CMIMCAHWIO CPefCTB C KapThbl.

[inA Toro 4To6bl He. CTaTb MepTBOWN GULWIMHIOBON aTaKw, HeobxoauMo crefo-
BaTb NpUHLUMNAM 6e30nacHoro NoBeAeHnA B MHTEpHeTe:

+ He nepexoauTb MO CCblIKaM, MPUCIAHHBIM B NOAO3PUTENIbHbBIX WU Hero-
HATHbIX CMC-C006LLeHUAX, COOBLLEHUAX INEKTPOHHOW MOYTbI, COLMAbHbIX
ceren;

¢ He 3arpyxarb BJ/IOXEHHble q)aﬁﬂbl n3 COO6LIJ,EHVII7|, KOTOPbIX Bbl HE OXKUOaNu;
- obecneuntb Ha/1eXKHOW 3aLLMTON CBOU naposiu " HUKOMY UX He nepefaBaTthb;

« He CoobuaTtbh HUKOMY CBOW MEepCoHasIbHble AaHHble — HU N0 TenedoHy,
HW JINYHO, HWN B KaKUX-NO0 COO0DBLLIEHUAX;

+ BHMMAaTesnbHO MpoaHanu3vpoBaTb agpec cavita (URL), Ha KoTopbii ocy-
- ecTBaAeTcA nepeagpecauna. HecMoTpA Ha TO 4YTO CalT MOLLEHHVUKOB
YacTo BLIFAAUT OYeHb MOXOMMM Ha HacToawwmii, ero URL-anpec B 60/ib-
LUMHCTBE C/ly4aeB OT/IMYAETCA OT OPWUrMHANBHOMO (HampuMmep, 3aKkaH4u-
BaTbCA HA .COM BMECTO .ru);

« He 3BOHUTb Mo TenedoHaM, yKa3aHHbIM B MOA03PUTENIBHOM COOBLLEHUN.
Ecim y Bac ecTb COMHEHMA — Mepe3BOHWUTE B CBOM GaHK Mo TenedoHam,
KOTOpbIe MpuBefeHbl HA Ballei KapTe UK Ha canTe baHKa;

+ nopnepruBaiTe CBON Bpay3ep 06HOBMEHHLIM U CBOEBPEMEHHO yCTaHaB-
nvBaviTe 06HOBNEHUA 6€30MacHOCTV U aHTUBUPYCHbIE MPOrPaMMbl.

OUNHAHCOBAA NMMPAMWIA

®dDuHaHcoBasA UM UHBECTULMOHHAA nMpamMmaa — 370 cucTeMa obecneyeHus
Joxoaa 6onee PaHHUM MHBECTOpaMm nyTeM MoCTOAHHOro npuBnevyeHna AeHeM-
HbIX CpefCTB HOBbIX Yy4aCTHUKOB. OcHoBatenu CI)VIHaHCOBOI?I nupamMmuapbl O6ELIJ,aIOT
MHBECTOpPaM CBEPXBbICOKYIO [OXOAHOCTb, 04HAaKOo noaaepHmBartb TaKom ypOBeHb
AO0X0O4HOCTU OnuTeNnbHOe BpeMA HeBO3MOMHO, 0CO6EHHO npu ToM, 4YTO peab-
HOW XO3ANCTBEHHO-UHBECTULIMOHHON [AeATeIbHOCTH nupamMmnga, Kak npaswuio,
He Bener. JTO 03Ha4yaeT, YTo roraileHue obA3aTenLCcTB nepen BceMu y4acTtHU-
KaMu nNMpamMnibl 3aBeiOMO HEBbINMOJIHUMO. ‘

MpUHUMNMANbHBIM OT/MYMEM GUHAHCOBOM MUpamuipl OT peasibHoro 6us-
Hec-NpoeKTa ABNAETCA UCTOYHUK BbiNaaThl goxoda. Ecnm cymma Boinsiat goxoaa
CTabunbHO MNpesbilaeT pa3Mep A06aBIEHHON CTOMMOCTYM, KOTOpylo obecneyn-
BaeT OaHHbIi BU3HEeC, TO MOMKHO CMEsI0 FOBOPUTb O TOM, YTO MPOEKT AB/IAETCA
¢$UHaHCOBOM NMpaMUIONA.
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3avacTtyio GuHaHCOBble MMpaMUAbl PErUCTPUPYIOTCA KaK HeKue opraHu3a-
Ly, nNpyBneKawolme cpeactsa Afia GYHAHCMPOBAHWUA KAKoro-HUOYAb MpoeKTa.
B cnyuyae ecnu ero peanbHasi JOXOAHOCTb OKA3bIBAETCA HUMKE 06elLaHHbIX UHBEe-
cTopam [10XO[0B WM OTCYTCTBYET BOO6LLE, TO YacTb CPEACTB, MOCTYMUBLUMX
OT HOBbIX MHBECTOPOB, HAMPABAAETCA Ha BbINAATY [0X0Aa. 3aKOHOMEPHbIM UTO-
rOM TaKoW cuTyaumn ABAeTcA 6AHKPOTCTBO MPOEKTa U YObITKM NoCieHUX HBE-
ctopoB. CobpaHHble cpefcTBa HaNpaBiATCA HE Ha MOKYMKY JIMKBUAHBIX BbICO-
KOJ0XO/[HbIX aKTUBOB WM Pa3BUTUE BU3HECA, @ CPA3y UCMOJIb3YIOTCA AJIS BbiMaT
npeaplaylwM y4acTHUKaM, On/aTy pexnamMbl U [0X0[a OpraHu3aTopoB. Yem
fonblie GYHKUMOHMPYET MYpamMuiad, TeM MeHblle MPOLEHT BO3MOMHOro BO3-
BpaTa CpefCcTB Mpu ee IMKBUAALWM.

MOLLUEHHWKM HA TOPI OBbIX
OHNANH-TITOLLALKAX

CerogHa Bce 60MblUEN NOMYNAPHOCTBIO MOJb3YIOTCA pas3/iMyHble TOProBble
OHJIAMH-N/NOWAAKK, HA KOTOPbIX B TOM YMC/Ie M YaCTHble JMLA MOryT Mnpodartb
WM KYMUTb KaK HOBbIE, TaK 1 ObiBLUME B yNOTPebeHnn ToBapbl, a TaKHe pasiny-
Hble ycnyru. TaKkue NnowaaKv NpeacTaBnAoT 0Cobbl UHTepeC ANA MOLLEHHUKOB.
MonynApHOCTb MOLLEHHAYECTBA B 3TON cUCTEMe 06 bACHAETCA 6O/bLUIM Konnye-
CTBOM M0/Ib30BaTeeld, KoTopble pa3MeLLAloT CBOU 06 bABIEHUA.

Ha 3Tux nnowaaxkax MoLEHHUKN pa60Ta|0T B OCHOBHOM MO HECKOJIbKUM CXe-
MaMm, cpean KOTOpbIX MOXHO BblAeNINTb CeaytoLiue:

+ [epecbinka ToBapa c npegonaaToi. 3a4acTyio MPOLLEeCC Kynau-npoaaku
Ha caiTe NpPOXOAWUT Mexay nuuamu U3 pasHbix ropoaos. [epen oTnpas-
KOV ToBapa MnoKynaresib 1 NpoJaseL, JoroBapuBaloTca 06 ycnoBusx nepe-
CbIJIKM HeobxoaMMoro ToBapa. MOLLEHHUKN e AeiCTBYIOT CeayloLmm
obpa3oM: MpojaseLl, 0TKa3bIBAETCA BCTPeYATbCA C MOKyrnartesiem Ha yaob-
HoVi TeppuTopuM 1 TpebyeT NpeaonnaTty 3a nepecbiiky ToBapa Wan roBo-
PUT, YTO Y HEro eCTb HECKOJIbKO MOKyMnaTenei u oH oTAACT ToBap B C/ly4vae
HemepieHHON NpefonnaTbl B pasMepe, Hanpumep, 10% OT cyMMbl Ha ero
KapTy. Morynartesb NnepeBoanUT HEOOXOANMYIO CyMMY 1 OCTAETCA HU C YeM,
TaK KaK MOLLEHHUK NponajaeT u nepectaeT BbIXOAUTb Ha CBA3b. [1o3Tomy
ec/v npopaasel, HaunHaeT TpeboBaTh 3annatuTb eMy YacTUYHYIO UK NOJI-
HYI0 CTOMMOCTb TOBapa, MrHOpUpyiTe 3T0 TpeboBaHuWe, a Npy HACTONYNMBOM
BbIMOraTesib.CTBe MpeKpaliaite nobble KOHTaKTbl. MMofobHble cuTyaumm
NErko y3HaBaeMbl U, K COMaseHunto, BO3HMKAIOT YacTo. CTapanTech B HUX
He nonaaaThb, Tak KaK Te, KTO BCe e COBEPLUMT Npefonnaty v He nosyuuTt
obelLaHHbIi TOBap, NoTepsAeT AeHbru HaBceraa.

« Tpeboeanue otBeTUTh Mo CMC. OYeHb YacTo MOLLIEHHWKWU OTMPaBIAIT
C Heu3BecTHoro Homepa CMC-coobuUleHVs Pa3NUYHOrO COAEpPHaHuA.
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Hanpumep, o 6n10KMpoBKe 06bABNEHUA 33 HapylieHWe MpaBusl, O Haju-
YU OTK/IMKOB Ha pa3MeLleHHoe 06bABMeHne, Npocbbbl npucnatb CMC
C KOAOM /1A OTMeHbl 6/IOKMPOBKU 1 Apyrue. Takum 06pa3oMm, 3/10yMbiLu-
NeHHVKK BbiHy»K4aloT otnpaButb CMC, 3a KoTopoe € Bac MOryT cnucaTb
KpynHyto cymmy. [InAa yBepeHHOCTV B MPaBOMEPHOCTY NoA06HbIX TpeboBa-
HUI HeOHXOAVMMO 0BPATUTLCA B CITYKOY MOAAEPHKI UCMO/b3YEMOrO CaiiTa.
ObpatuTe BHUMAHWE, YTO HEKOTOPble MOBMIIbHBIE OnepaTopbl MpeaoCcTaB-
NAOT YCyry OTKPbITUA OTAENbHOIo cyeTa /1A onnaTbl pasfinyHbIX CepBu-
COB, MOAKJIIOYEHNE KOTOPbIX CHUMAET PUCK NOTepb.

- Pabota c npeponnatoii. OfHUM U3 pacnpoCTPaHEHHbIX C/ly4aeB MOLLEeH-
HU4ecTBa ABJAETCA Npocbba O npegonnare 3a ycayru Mo yCTpoMCTBY
Ha paboTy. MolleHHVNKM NPOCAT BHECTU OMnpefesieHHbI B3HOC 3a 3aK/lio-
YeHue Aorosopa, opopmieHne AOKYMEHTaLUW, NPOMYCK Ha TEPPUTOPUIO,
obyyarolwme MaTepuasbl U Tak aanee. Monyume AeHbIY, 30yMbILIEHHKK,
€CTecTBeHHO, ucHesatoT. [NomHute! Hu ogHa opraHmnsauma He 6epeT aeHer
y byayumx paboTHUKOB HY [0 UX YCTPOICTBA Ha paboTy, Hu nocne. Ecau
Bbl CTOJIKHY/IMCb C TaKUMK Npocbbamy — CKopee BCero, Bbl UMeeTe feno
C MOLLUEHHUKaMMW.

+ [lepenava nepcoHanbHbix faHHbIX. HeaobpocoBecTHbIe NPOAABLIbI/MOKY-
narenu noj pasiM4HbIMM NpeasoramMmm MoryT MblTaTbCA Y3HaTb Y Bac ny-
Hble JaHHble, Hanpumep HoMep 6aHKoBCKoW KapTbl u ee MUH-kom, CVV
wm CVC-Kkoa, parme opHopasoBblli CMC-napofib AnA NOATBEPHKOEHWUA
onnatbl. Pasrnawenne gaHHo MHOpMaLMM TPETbUM JIMLIAM MOMKET Yrpo-
MaTb Ballein IMYHo 1 GpuHaHcoBoV 6e3onacHocTn. Eciin Bbl xoTuTe 6bITh
yBepeHbl B 3aLUTe INYHbIX AaHHbIX U [leHeHbIX CPefCTB, AepHuTe cBefe-
HWA 0 HUX Npu cebe.

«HUTEPUNCKUME>» MUCbMA

«Hurepuiickne» nucbMa — 0cCo6bI BUA BbICOKOOPraHW30BaHHOMO MoLLeH-
HU4YecTBa, NoABMBLUMICA NoYTK 40 NeT Has3aj v NonyyMBLUMIA Haubonbluee pac-
NpoCTpaHeHne C MOAB/IEHNEM MaCCOBbIX PACCHIIOK MO 3/IEKTPOHHOW MoYTe
(cnama). MucbMa Ha3BaHbl Tak MOTOMY, YTO LWMPOKOE pacnpocTpaHeHne AaHHbIN
BUA MOLUEHHWYEeCTBa Mojyunn B Hurepumn, npuyem elle [0 MOABMEHUA UHTep-
HeTa — B TO BpPeMA MOLUEHHWKMN AeNCTBOBASIM C MOMOLLbID O6bIMHOW MOYTHI.
CeroaHA «HUrepuncKue» MCbMa MOMXHO MONYYUTb W U3 APYruX adpuKaHCKMX
CTpaH, a Takke n3 Aurnum, onnanaun, Mcnanumn, OAS, CLLUA n parwe Poccuu.
MolLieHHUKK, KaK NpaBusio, MPOCAT Y NoJlyYaTesna NMMCbMa NMOMOLLM B COBEPLLEHUN
MHOTOMU/IZIMOHHBIX [EHEeMKHbIX onepauuii, obellas 3a Hee COMMAHbIE MPOLIEHTDI.
370 MOryT bbITb, HAaNpUMep, passnyHble Aena Mo nojy4eHuio aapecaTom Hacnea-
CTBa, WM NPOCbbbl MOMOYb C HAaHKOBCKMM MEPEBOAOM 3a rpaHuLly, Ui Npeano-
HWEHNA 0 Mosy4eHnn AeHer C 6AHKOBCKOIO CYETA YMEpLUEro KiMeHTa, KOTopbii
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N0 KaKOMy-TO 4YyaecHOMY coBnageHulo ABaeTca o,qud)aanbu,eM agpecara.
Ecnn nony4yarenb nucbMa cornawaeTca rnomMoYb, Yy Hero nocrteneHHo BbiIMaHW-

BalOTCA KpyrHble CyMMbl feHer AKOObI Ha 0¢OPMHEHM8 caenok, ynnarty c6opo|3,
B3ATKU YNHOBHUKAM, a NOTOM U LIJTpa(bbl.

Mpobniema coCTOMT B TOM, YTO B JAaHHOM CJlyyae Y MOLLEHHUKOB BCe Mpojay-
MaHO [0 MeJloyeli: y HUX ecTb oduchl, paboTarowymii daKc, cobCcTBEHHbIE CaNThl,
CBA3M C MPABUTE/IbCTBEHHBIMW OPraHN3aLMAMM, W NoMbITKA NOMyYaTeNsa NUCbMa
NpOBECTU CAMOCTOATE/IbHOE PacciefjoBaHNe He obHapyMBaeT NpoTUBOPEUnil
B nereHpe.

HecMoTpA Ha TO 4TO Ha MPOTAMEHUM MHOTUX feT B CpefcTBax MacCOBOVA
nHdopmaLMm NoJpobHO paccKasbiBaeTCA 0 JaHHOM BUIE MOLLEHHUYeCTBa, Mac-
COBOCTb PaCChblIKM MPUBOAUT K TOMY, YTO 3/I0yMbilIEHHUKN HAXOAAT BCE HOBbIE
11 HOBbIe KepTBbl, KOTOPbIe OTAAIOT UM KPYMHbIE CyMMbI ieHer.

B LenomM MOMHO BbleNUTb 06LIME OCOGEHHOCTU «HUMepPUIACKNX» MUCeM
M N06Oro MOLIEHHMYECTBA, CBA3AHHOIO C BbiMaHMBaHWeM fAeHer. Bo-nepsbix,
noYT! B KaK[OM Cjlyyae ecTb OLLyLIEHMEe, YTO Bce HAA0 fAenarb «CPOYHENMM
06pasom». YnomuHatoTcA Gopc-MarKopHble 06CToATeNbCTBA, @ B TeMe nucbMa
MALYT «CPOYHO, OYeHb CPOYHO». BO-BTOPLIX, B 6ONbLIMHCTBE Cy4aeB Koppe-
CMOHAEHUMA OTNPAB/IAGTCA MO GaKCy WK Yepes 31eKTPOHHYI0 NoYTY. B-TpeTbux,
3/10yMbILLNIEHHWKI UCTIOJb3YIOT PA3/IMYHbIE CChbIIKU Ha pa3HOro POAa AOKYMEHTHI,
neyatHble M3[aHuA, 3aKOHOAATEsIbHbIE aKTbl, Mpu3BaHHble Bbi3BaTb [0Bepue
WepTBbl. B-4eTBepTblX, BCAYECKM MOAYEPKUBAETCA 3UTAPHOCTb, IKCHIIO3UB-
HOCTb npeanaraeMon cxembl. peanoyeHne ncxogut AKO6bI OT BLICOKOMOCTAB-
NeHHbIX YMHOBHMKOB, BAOB MOJIMTUHECKUX NWUAEPOB, Pas3fNHHbLIX HACIEeAHVKOB
n Tak fdanee. [oBOpuTCA, Y4TO BAC KaK YeNoBeKa O4YeHb HAOEMHOr0 U YecT-
HOr0 peKoMeHAOBaN OAMH Ball 3HAKOMbBIW, MOXKefaBlUMii 0CTaTbCA HEU3BeCT-
HbIM. B nMcbMax npakTuyeckn Bceraa urypupytoT 6onblune cymMmbl geHer: ot 10
no 80 mnH $ CLUA. Mony4aTento npefnaraeTca cotpyaHUYaTh 3a KPYMHbIA Npo-
LeHT (00 30% oT 061eit CyMMbl). HaKOHELl, MOLIEHHWKI aKLLeHTUPYIOT BHUMaH1e
HepTBbl Ha KOHOUAEHLMA/IbHOM XapaKTepe CAENKM, He CKpbiBas ee HeneruTM-
HoCTW. Bce 3T0 Hy»HO AnA Toro, 4Tobbl Mocsie ycnelwHoit adepbl NOCTpaAaBLUIMiA
He noberkan *anoBaTbCA B MOAMLMIO U3-3a CTpaxa 6bITb YNN4YeHHbIM B HE3AKOH-
HbIX onepaLusx.

Jlydwmin cnocob m3bemaTb HEMpUATHOCTEN, cBA3AHHBIX C NOCAeACTBUAMM
06LLeHNA U B3aWMOAeNCTBUA C MOJOOHBIMYA MOLIEHHUKaMU, — MrHOpPUpOBaTb
YX NCbMa, HemeneHHo yaansas 6e3 oTeeTa.

NCEBAOBPOKEPLI 1 NCEBAOANNEPHI

MouweHHVKM perynapHo NpeanaralT KaveHTam 6pOKepcKue Wnu aunepcKue
ycnyru, € noMoLbio KOTOPbIX AKOObI MOXHO NPUYMHOMWUTb CBOW Kanutaa u ocy-
LeCTBUTb BbICOKOAOXOAHbIE UHBECTULINW, HE UMeA Npu 3TOM HUKAKOro OTHOLLE-
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HUA K peasibHbiM GpoKepaM v aunepaMm, a TaKKe JINLEH3UM Ha OCyLLecTBieHne
TaKoi [eATeNnbHOCTU. X Leflb — BbIHYAUTb KAWEHTa NepeBecTV UM [eHeMHble
cpeqacTsa.

K ocHoBHbIM npuemMam MOLWEHHNKOB MOHHO OTHECTU:

- BbiBoA OeHer yepes nosbilleHWe TOProBoro cratyca. Hanpumep, Kmu-
€HT 3aperucTpupoBasiCA Ha caiTe TOProBOW MAOLWAAKMA MO 6UHAPHBIM
OnLMoHaMm, MomnosHU CBOWM 6anaHC 1 NoayYnn yBeaoMIIEHNE O MOJyHeHUH
«BOHYCHbIX 00X040B». OHAKO A/ BbIBOAA 3TUX AEHer K HeMy npenbAB-
NAT TpeboBaHWE 0 NOBbILLEHUU CBOEI0 TOProBOro CTaTyca, @ UMEHHO Mpo-
CAT BHECTW [OMOJIHUTENbHYI0 CYyMMY. B UTOre KmeHT BHOCUT Bce 6osbLue
1 6onblie CPeacTs, HO Tak WM He Mosiy4aeT BO3MOMHOCTU BbIBECTU CBOU
[eHbrn. U3 peanbHom e 6pOKepPCKOV UK AUNEPCKOV KOMMaHWM KAMEeHT
BCerga MoeT BblIBECTV CBOM CBOOOAHbIE ieHeHHble cpeacTBa 6e3 KaKux-
NMBO [OMONHUTENBHBIX BIIOMKEHWA.

« [lpocbba nepeBecTU AEHbIM HA KapTy (MM 3NEKTPOHHLIA KoLUesieK)
TpeTbeMy fiy. 3anoMHUTe, YTO peasibHble BPOKEepPCKMe Unn aunepckue
KOMMaHUM He NPOCAT NepeBecTn CpefcTBa Ha KapTy TpeTbero nuua. Ecim
Bbl BbIMNOJIHWATE TaKOV NepeBof, 0TO3BaTb CPefCTBA OyaeT yKe HEBO3MOMKHO.

- [loroBop y4acTus B ioTepee Uiu [oroBop-napu. KaMeHT HeBHUMATeIbHO
yMTaeT 4OroBOP, KOTOPLIN MOAMMCHIBAET C AKOOBI BPOKEPCKON KOMMAHWEN,
M KOrda OH MbITAeTCs MOMyYUTb CBOM AEHbIM, KOMMAHWA OTKa3biBaeTcA
UX BEpHyYTb, CCbINAACh HAa AOrOBOP, FAe YKa3aHo, YTO KAMEHT y4acTBoBas
B /IOTepee Wau napu, npuyeM yalle Bcero 31a MHGopMaLms NponucbiBa-
eTcA MefikUM LWpUdToM. MoNyHaeTCs, YTO KIMEHTY «MPOCTO He NoBe3so»
1 OH Mpourpas CBou feHbru. 1A Toro Ytobbl usbexmarb Takow cuTyaLmm,
BHUMaTe/IbHO YMTaliTe 4OrOBOPbI, KOTOPbIe Bbl MoanuceiBaeTe. Mpu o6bix
COMHeHusx bepute Bpems Ha 6Goniee AeTasibHoe U3y4YeHWe [OKYMEHTOB
1 MO BO3MOMHOCTU 3HAKOMbTECh C HAMU B CMOKOMHON AoMallHeld obcTa-
HOBKe, npuberas npy HeE06XOAMMOCTU K KOHCYIbTaLMu topUcTa.

MoMHUTe, ecnu OeHbru nepeBefeHbl B KOMMaHU, 3aperucTpupoBaHHyHO
Ha TeppuUTOpWUM APYroro rocyfapcTea, TO CNopbl NPUAETCA pelaTb B ero npaso-
BOM MoJie, TO €CTb B [IPYroi CTpaHe, Tak Kak POCCUICKME 3aKOHbI Ha 3T KOM-
naHuM He pacrnpocTpaHsaloTcA. Ecim cnyyanoch TaK, YTo Bbl BCe-Taku nepesenu
JleHbIM Ha CYET KOMIMaH1M 3/10YMbILLISIEHHUKOB, HaHK CMOXET BEPHYTb KX TOMIbKO
B C/lyyae COriacusi KOMIMaHWK, Ha YTO PacCHUTLIBATL HEe NPUXOAUTCA.

[na Toro 4Tobbl N3beHaTb BCTPEUM C MOLLEHHUKAMU NofobHoro Tuna, yoe-
[IMTECb, YTO Yy BblOpPAHHOW BaMy KOMMAHUM eCTb NWLEH3UA Ha ocyllecTse-
Hue BPOKEepPCKOW WKW AUNEepCKol OeATenbHOCTU. [lepedeHb POCCUINCKUX KoMMa-
HUIA, Y KOTOPbIX €CTb COOTBETCTBYIOLLAA NINLIEH3UA, MpeacTaBneH B CnpaBoYHvKe
YYaCTHUKOB PUHAHCOBOrO pblHKa Ha canTe baHka Poccun. Kpome Toro, nocra-
paviTecb HaMTK 0T3bIBbl HA NPOGUBHBIX canTax/GopymMax 0 Hy*KHON BaM KoMMa-
HUM 1 pa3y3HaTb O peasibHOM OrbiTe B3aUMOLENCTBUA C Hel.
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OMPOCHI, KOHRYPCbI, PACINTPOOAMN

[oBonbHO YacTo B CMC-cO06LLEHMAX, INEKTPOHHbIX MUCbMAX MOMHO MOAY-
YNTb NPESIOHEHUA NPONTU ONPOC/aHKETUPOBAHME C 0beLLAHVeM NOJYYnTb 3a 3TO
rapaHTUpOoBaHHbIM npu3. MNpy oTBETE Ha Takoe COOOLIEHME WK Aarke 3BOHOK
MOLLEHHMKM [OJIF0 PACCKa3blBalOT O KOMMaHUK, onpoce, Harpaje, a NoToM npej-
naratT KIMEHTY MOATBEPAWUTb CBOK JIMYHOCTb, MPArKAAHCTBO, MECTO MHUTeSlb-
CTBa, NpeAoCTaBuB AJisi MoJly4eHUA Npu3a onpefesieHHYIo IMYHYI0 UHdopMaLmio:
yalle BCero AaHHble 6aHKOBCKOM KapTbl. M0ABOX COCTOUT B TOM, YTO 3/10yMblLLi-
NEHHVKM Mo Pa3HbIMK NPeAoramMi HacTamMBaloT Ha CrIMCaHUK C KapTbl He6OoJb-
LION [EHEXHOW CyMMbI, MOXWLLAA MpU 3TOM BCEe UMEOLLMEeCA Ha Heil CpeacTBa.
B Apyrom BapuaHTe MOLIEHHVKM NPOCAT NepeBecTy AeHeHble cpeAcTBa Ha apy-
ryl0 KapTy B LefAX MOATBEPHAEHUA ee Ha/IMYMA Y HepTBbl WU OCYLeCTBUTb
rapaHTMpPOBaHHbIV MIATE A1A pe3epBUpoBaHNA ToBapa.

[na Toro 4tobbl He CTaTb *KEPTBAMU TaKUX MCEBAOPO3bIrpbilleli, Heobxo-
[MMO MOMHUTb O TOM, YTO HACTOALLME KOMMaHWK, NPOBOAALLME OMPOCHI, He NPo-
CAT NepeBecTn UM NpeBapuTesIbHO AeHerHble cpeacTsa. JTiobon nnaTem HesHa-
KOMOW KOMMaHWW UM YeI0BERY [0JIHKEH ObiTb 060CHOBaH.

PABOTA B CETW N MOLWEHHMHYECTBO
C JOCTABKOW HA OM

B vHTEepHeTE, a TaKMKe B pas/iMyHbIX PACChI/IKAX MOMKHO NOJTYHUTb Npeiore-
HUA yaaneHHon paboTbl C BO3MOMHOCTbLIO BbICOKOro 3apaboTka. Kak npaswuo,
B OMMCaHUM BaKaHCUM 0cob60 MOAYEpPKMBAETCA, YTO CoMCKaTesnio He TpebyoTcA
crieumduyeckme 3HaHus, OH AOMKeH OyAeT NpoinTy obyyeHue, ANA Yero eMy Hafo
npuobpecty creumanbHble Matepuanbl M6o NoslyunTb 6a3y AaHHbIX KAWEHTOB.
[ns 3T0ro He06X0AMMO HEMHOIO 3anaTuUTb 3a MOYTOBbIE PACX0OAbl, MOArOTOBKY
6a3bl AaHHbIX, 06yYeHMe UM YTO-TO elle U TOJIbKO Mocsie 3TOro MpUcTynatb
K paboTe. EcTecTBEHHO, YTO MoC/ie MepeBoda AEHEHHbIX CPefiCTB MOLIEHHUKN
ncyesaor.

[pyroii pacnpocTpaHeHHbI BapuaHT TaKoro MOLIEHHWYECTBA MOMHO BCTpe-
™™MTb odnanH. Hanpumep, nsBectHas ¢pvpma paclumMpAeT CBOKO CeTb U HaHUMaeT
COTPYAHUKOB (MOMHO C MHBAIMAHOCTBIO) AAA PaboThl HA JoMalLHEM TesnedoHe.
K KaHamaaty npuesHaert «npeactaBuTesib GYpMbl» U NPOBOANT IK3aMeH, KOTOPbIN
npoxoAAT abcostoTHO Bce KaHauAaThl. [epes 0Tbe3[0M OH OCTaBAAET y COMCKa-
Tens Kakue-nm6o Belyt: Habop 06pa3LLoB NPOAYKLMM, MHCTPYKLMK ANA 06LeHNA
C KAMeHTamu, TenedOoHHbIE CMPaBOYHUKK W MOJIYYAET 33 HUX 3as0r — 0ObIYHO
nopsaaxa 1000-5000 py6nei. Mocne yero ucyesaeT HaBceraa.

Hacrtosuwe pabotogatenv nepeg TpyAOyCTPOMCTBOM He TpebyloT MponTu
nnaTHoe oby4yeHue, KynuTb UX NPOOYKLMIO, OMIATUTL TPYAOYCTPONCTBO.
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Mperxpe Yem HaumMHaTb obLLeHWe ¢ ilobbiM paboTodaTenem, 3akauTe Ha cant
€ro KOMMaHWW, 03HAKOMbTECb C OT3blBaMU O Hell, cobepuTe WHdOpMALIMIO
0 peasnibHOM OrblTe B3aVMOJENCTBUA C 3TOW KOMMAHWEN, UCnonb3ya Npodusb-
Hble canTbl /N Gopymbl.

CnyyaeTcs, 4TO 3/1I0YMbILLIEHHUKU MaCKUPYIOTCA NMOA CoLManbHbIX paboTHU-
KOB W, MPUXOAA MOA4 UX BUAOM B [IOM, HAYMHAIOT pacCKasblBaTb O HOBOM JieKap-
CTBe AJ1 NMEHCMOHEPOB MO SIbFrOTHOW LieHe Un Npubope, YyULLAIOLLEM, CKAMKEM,
paboty cepaua. KoHeyHo, ero MoXHO MpUobPecTV B PaiOHHOM LIEHTPe COLM-
a/IbHOW 3alUmThbl, HO TOoraa NpUAeTcA JONro HAaaTb, a BaM NOBe3s10, U Bbl cenyac
e ero nonyyute co ckuakon 90%, roBopAT oHW. Kak npaswno, npeanaraembii
MOLLEeHHWKaMM ToBap He CTOUT 3anpalumMBaeMblX 3a Hero AeHer, 3a4acTyto Yesio-
BEKa CKIIOHAIOT K 3aK/II04eHUI0 KpeaUTHOro [oroBopa Un faxe 06BOpoBbLIBAIOT.

[na Toro 4Tobbl He CTaTb *KepTBOW MOJOOHLIX MOLIEHHUYECKUX CXEM, Heob-
XOAMMO MOMHUTb, YTO ObICTPbLIA 3apaboToK, Nierkve 6osblume OeHbrv, CTaBKu
no Bknagam B 10 pa3 6osnblue, YeM y ntoboro 6aHKa, pabota 6e3 obpasosa-
HUA 1 HaBbLIKOB, OMPOChI, IOTEPEN, AeLIeBble IeKapCcTBa M TOBapbl, OKa3asluMecs
BHE3arHOo Ha nopore Ballero JoMa, — O4YeHb YacTO CTAHOBATCA MPUMAaHKamm
[N _[OBEpUMBbLIX rparkaaH. He TepsaiiTe 64MTeNIbHOCTM M HE CrelwmTe paccra-
BaTbCA C AeHbramu!

3ARJTIOYEHUE

B 3akntoyeHue, ele pa3 obpatM BHUMaHWE Ha npasBuna GuHaHCoBON be3-
OMAcHOCTK, KOTOpble MOMOryT BaM 3alUUTUTbCA OT [AeWCTBUIA MOLUEHHUKOB
Ha PpUHAHCOBOM pbIHKeE.

Mpu coBeplueHnn No6oi onepaummn ¢ KApTo UM AEHEHHbIMU CpeacTBaMu
npoAyMbiBalTe CBOM AENCTBUA U YUUTbIBANTE BO3MOMHbIE AENCTBUA MOLLIEHHU-
KoB. He octaBnsiite KapTy 6e3 npucMoTpa, He nepeaaBaiite ee HUKOMY U TeM
6onee He coobwanTte MNH-Koa, oAHOpa30Bble Maposu 1 Apyrylo UHdopmalmio,
nosiyyaemyio Bamu ot 6aHka rno tenedoHy, B CMC-coobLeHUAX UK MO 371eKTPOH-
HOW noyTe, farke CBOMM O/IM3KUM POACTBEHHUKAM, He rOBOPA YXKe 0 ApY3bAX,
3HAKOMbIX M MPOYMX TpeTbUx nuuax. MoMHUTE, YTO COTPYAHWK 6aHKa He UMeeT
npasa crnpalimBaTh HU HOMep Ballel KapTbl, H1 Tem 6onee MUH-Kog uam naponu,
npuwepwme B CMC-coobueHusx. Mpu niobbix npobaeMax ¢ KapTon, COMHEHUAX
WM NOLO3PEeHUAX B €e KOMMPOMEeTaLMn CPOYHO CBA3bIBaNTECH C HAHKOM-3MU-
TEHTOM No TesnedoHaM, yKa3aHHbIM Ha 060poTe KapTbl UM Ha caiiTe HyKHOM
KpeauTHo opraHu3auuun. Micnonb3yiite 6aHKOMaTbI, yCTaHOB/IEHHbIE B He3onac-
HbIX MecTax. He npeHebperaiTe KoMMbloTepHoOM 6e30MacHOCTbio: yCTaHOBUTE
aHTVBMPYC, HE OTKPbIBaiiTe daiinibl, CChIIKN U3 HE3HAKOMbIX MCTOHYHUKOB.

OcMoTpuTenbHo ucnonb3yite nybanyHbli Wi-Fi. He nepepaBaiite KoHduaeH-
LmanbHyto nHdopmMaumio (Maponu, 6aHKOBCKME faHHbIE U TaK Jaee), Mo BO3MOHK-
HOCTU MCNONb3yNTe BUpPTYasibHble YacTHble cetn (VPN), nogrnovanTecs TONbKO
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K TemMm ca[/]TaM, KoTopble Mcnonb3ytoT 6e30nacHbIn npoTokon (3TO MOMHO yBUOETb
no Haamumio https B Hauyane Ha3BaHWA caiiTa B aApecHoin cTpoke 6paysepa).

O6pa[_u.a|7rre BHUMaHue Ha coobLueHuaA 6pay3epa o0 6e3onacHocTn. CkaumBanTe
TONBKO H806X0,D,VIMbIe npmnomeHMﬂ 13 N3BECTHbIX MCTOYHUKOB. Od)MLlMaﬂbele
MHTEepHEeT-MarasuHbl MpuHuMatoT OMpenesieHHble Mepbl ANnA npefoTspalleHns
pacnpocTpaHeHus Bpe,ﬂOHOCHbIX nporpaMm (XOTH 1N He Bcerga yCﬂE‘LIJHO), 1 Bbl
MOeTe NpoBepuTb OT3biBbl ﬂperIX rosb3oBaTenen, npexje 4yem pewmnTe ycra-
HOBWTb MPUNOHKEHWE Un ecin 3aMeTuTe YTO-TO nogo3putesnibHoe. Ecnm Bbl cka-
ynBaeTe npunoHeHne c HeocbmuM&ﬂbHOFO canta un yCTaHaBMBaeTe ero Ha cBoe
yCTpOVICTBO, BEpPOATHOCTb TOrO, 4TO MpUIoOHEHNEe MOET coaepHaTb BpenoHOoC-
Hble MPOrpamMmbl, 3HaunUTelbHO BO3PACTAET.

C OCTOPOMHOCTBIO MoaxoauTe K Mo6bIM GUHAHCOBLIM CepBrcaM, TpebyioLm
BBOJA OaHHbIX Bawlen KapTbl, c4yeTa, nepcoHasbHbIX AaHHbIX, aApecos, Tesie-
¢)0HOB’ 0CcobeHHO ecn 3To cBA3aHO C KakMM-TO BblUrpbllleM, NpoMoakumaMmn

Y NPOYMM.




